
   

Page 1 of 19                                       www.r4t.me                               T.P. for Industrial CCTV 

 
 
 

 
www.r4t.me 

 
 
 

TECHNICAL PROPOSAL  
 
 

 

 
 
 

Industrial CCTV Solutions 
 

 "ةیالصناعالتطبیقات في لمراقبة المتلفزة ا"
  

 اإلمارات العربية المتحدة –أبو ظبي  ٤١٨٤٩. ب.ص): م.م.ذ(شركة روافد للتكنولوجيا 

العراق -البصرة  /عشار ١٦٦٠. ب.ص  
 

Prepared by Rawafid for Technology (R4T) L.L.C. 
PO Box 41849, Abu Dhabi – UAE 

 
 
 
 
 

01-03-2009  

  

 



   

Page 2 of 19                                       www.r4t.me                               T.P. for Industrial CCTV 

 "ةیالصناعالتطبیقات المراقبة المتلفزة في "
  
  

في  الرقمي وبسبب التقدم المعلوماتي. لمتلفزة هي الحفظ والحمايةإن الغاية الرئيسية وراء تركيب أجهزة المراقبة ا
فقد إستطاعت التكنولوجيا من إستخدام تلك . توحيد أنظمة الشبكات مع أشارات الفيديو والصوت والبيانات في آن واحد

ة المخازن والمصانع ضد فإن حراستحديدا وفي التطبيقات الصناعة . الميزات لتطبيقات عالية األداء في المراقبة المتلفزة
واألستجابة للظروف وحمايتها االجهزة حاالت عمل مراقبة به المنظومة من أجل تقوم بدور هام أي أمر طارئ هو أمر 

مراقبة محطات ومحوالت توليد الطاقة وأماكن حفظ الوقود وحاالت الظرف مثال للمنظومة فيمكن . التي قد تحدث الطارئة
كما يمكن توحيد تلك المنظومات مع حاالت . ات التوزيع الفرعية عبر المراقبة الصوريةاألمني داخل أو خارج محط

لمنع الحوادث أو   (Remote Terminal Units)األنذار المتوافقة مع وحدات التحكم الطرفية في المواقع النائية 
رع ومصافي الغاز ارور الشوللحاالت اإلضطرارية، وما يماثل ذلك من مجاالت في تطبيقات كضبط حركة مالمساعدة 

  . والنفط وخطوط األمداد وأبار التعدين وما غير ذلك من تطبيقات صناعية مماثلة
  

وألن أغلب أنظمة المراقبة المتلفزة هي في الواقع ألستخدامات ذات تطبيقات عامة كاألسواق والمخازن والفنادق، 
ولتلبية تلك التطبيقات فإن نوع آخر من أجهزة منظومات  .دةفإن تطبيق تلك المنظومات في الصناعة يتطلب إعتبارات عدي

 تكون منظومة المراقبة المتلفزة مختلفة في التصميم عن العادية هذه الحالة وفي . متلفزة يجب أخذه في األعتبارالمراقبة ال
ي فشل في تجهيز الطاقة في أمكانية وجود خطوط طاقة بديلة أل ويكون اإلختالف مثال. المستخدمة في التطبيقات المدنية

وكذلك فإن حاويات الكاميرات . جاهزة وبديلة ألي عطل شبكي سببه تلك المفاصل (Switches)ووجود مفاصل شبكية 
وأن تكون الشبكة . وغير ذلك من ظروف أمنيةب أن تكون من النوع المقاوم للظروف المناخية والتقلبات في الطقس جي

وأن تكون مكوناتها  (Surge)والتفريغ الكهربائي  (EMI)المجاالت الكهرومغناطيسية  في العموم ذات مناعة ضد تأثيرات
الدنيا (في درجات الحرارة أوسع وذات مديات  (MTBF)ذات معدالت عالية في نسب المدد الفاصلة بين تكرار العطل 

في تكون كما . جهزة الصناعيةالخاصة مع باقي األ (Cabinets)وأن تكون ذات قابلية للتركيب في الخزانات ) والعليا
مع  لمخولين باإلستخدام لحسابات اية األمنية كالعادة مزودة بإمكانية تنقية اإلشارة عبر شبكاتها وقد تستخدم التشفير والحم

معدة سلفا تتناسب ومسؤولية المستخدمين وأفضليات وفق أوليات  (User names & Passwords)رموز مرور مشفرة 
وألن مدى نقل األشارات في هذا النوع من المنظومات يتراوح بين عدة . التطبيقاتيرة تتناسب ومع إنذارات متغ

الكوابل تلك يجب أن تكون إلستخدام خيارات بنية المنظومة التحتية فإن كيلومترات إلى عشرات أو مئات من الكيلومترات 
  . حد الحلولأنظر الملحق المرفق كمثال أل لمعدنية أو الضوئية أو الالسلكية،ا

  
ترحب روافد  .قد اصبح وجود منظومات المراقبة المتلفزة ضرورة في أغلب مجاالت التطبيقات الصناعيةوعموما ف

 . بأي إتصال أو إستفسار حول توفير وتركيب هذه التكنولوجيا للتكنولوجيا 
 
  

 ونيموقع األلكترالتصفح : روافد للتكنولوجيااألخرى لشركة  لإلطالع على المقترحات
 
 
 

Email: md@r4t.me 
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1. Introduction: 
 

The primary reason for installing surveillance equipment is security of property and 
inventory. In applications like industrial units, warehouses, and factories, constant 
monitoring is needed as a huge quantity of raw materials, finished, or unfinished goods 
are stored. Incidents of thefts or accidents in warehouses and factories are on increase 
and one cannot rely on security guards solely as it is not humanly possible for them to 
be present everywhere at one time. It is therefore imperative that Industries are 
constantly monitored for safety and maintenance as they are often located near or in a 
populated area. This Technical Proposal explains the benefits of real-time video 
monitoring and IP video technology, as well as factors to consider in deploying an 
optimal IP video surveillance system for Industries. 
 

Real-time video monitoring can help ensure normal operations for power 
equipment, protect against intrusion and tampering by unauthorized personnel, and 
prevent accidents. For example, intruders, physical obstructions, or smoke indicating a 
fire can be seen via video so engineers no longer need to visit the site in-person each 
time to diagnose an anomaly, saving both time and costs. Remote video surveillance 
systems can play an important role in monitoring equipment, detecting intruders, and 
responding to emergency situations. For example, video surveillance can be used to 
monitor the appearance of the power transformers and relays, fueling and flammable 
equipment, and the status of the isolation switch. Video surveillance can also monitor 
the security situation inside and outside the substation by detecting intruders through 
visual monitoring. Further, video surveillance can be integrated with the alarm system 
and RTU (Remote Terminal Unit) over a SCADA system to provide real-time visual 
information to prevent accidents and assist emergency response personnel in the event 
of a fire as example. 
 
2. IP Video Networking: 
 

In the past, video surveillance systems such as CCTV networks relied upon analog 
video cameras. Due to advances in video digitization and compression technologies, 
high quality digital video images can now be sent over Ethernet TCP/IP networks. By 
using such devices, system integrators can easily integrate video surveillance 
applications into other systems . As a result, Internet Protocol (IP) video technology is 
the current trend in video surveillance systems. 
 

Using the existing IP network saves cabling costs and increases installation 
flexibility, especially for widely distributed substations. Ethernet TCP/IP networks can 
accommodate a variety of I/O monitoring and control devices in addition to 
transmitting data, video, voice, and even power (PoE – Power over Ethernet) over a 
single network. 
 

Because of advantages in digital technology, it is required that analog signals when 
traditionally used have to be converted to digital for storage and retrieval. Conversion is 
done by expensive digital video recorders which have many limitations. Installation can 
be complicated because CCTV systems require co-axial cable, multiplexers, DVR’s 
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and other TV style components. An entire system can prove to be much more expensive 
than a simple IP Camera installation. IP cameras are digital and the digital architecture 
offers greater flexibility for development and functionality. Signals can be compressed 
making image storage, retrieval and handling much easier, plus other features. 
 
3. Why Industrial Solutions: 
 

Thanks to the ever-increasing popularity of IP networks, transmitting video, voice, 
and data simultaneously over Ethernet/Internet are becoming a standard feature at 
locations the world over. Because of this, CCTV surveillance systems are also 
becoming more commonplace. Versatile and advanced video digitizing and 
compression technologies, such as MJPEG and MPEGx, make it possible to change the 
conventional CCTV surveillance systems to IP-based platforms. This means that video 
over IP solutions, which include IP cameras, video servers, and NVRs (Network Video 
Recorders), are used by some of the hottest products in the CCTV surveillance market.  
 

However, most video over IP solutions on the market today are designed for general 
purpose applications, which means they are not suitable for unpredictable industrial 
environments. In fact, some seemingly commonplace applications, such as road traffic 
control and monitoring, oil and gas refineries and pipelines, mining pits, etc., should be 
classified as industrial-grade, and as such require using rugged, well-designed video 
over IP solutions to ensure that the video surveillance system works properly. To meet 
these stringent requirements, a new line of industrial video servers and features of an 
industrial-grade rugged design and extra-high reliability are offered. 
 
4. Industrial-grade Rugged Design and Reliability: 
 

Products used in industrial environments must have a rugged design to provide 
better protection against adverse conditions. In general, ruggedized products should 
have the following characteristics: 
 

4.1 Power/Switching Redundancy 
 

A backup power supply is required since power lines used in harsh industrial 
environments have a greater chance of failing. This means that industrial products 
should have at least 2 power inputs to provide sufficient redundancy. Redundancy in 
networking switching devices should also be considered so when one switch fails for 
any reason a sensory PLC circuit sense such fail and get it cured instantly by switching 
to another standby switch.  

 
4.2 Enclosure Protection 
 

A rugged mechanism design means having good physical protection against 
unexpected damage from external factors. The Ingress Protection (IP) rating index 
(EN60529) is an international classification system that rates the effectiveness of 
sealing for enclosures of electrical equipment against the intrusion of foreign objects 
(e.g., tools, dust, fingers) and moisture. The IP rating system can be used to provide a 
better description of the effectiveness of an enclosure. 
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4.3 EMI and Surge Protection 
 

Compared to commercial-type environments, industrial environments are more likely 
to be subjected to severe electrical and magnetic influences. In order to protect 
electronic devices, higher EMI and surge protection are essentials for industrial 
applications. And for some industrial applications, safety approvals and demanding 
certifications, such as UL508 and ATEX (ATmosphere EXplosible), are also required.  

 
4.4 High MTBF (Mean Time Between Failures) 
 

The MTBF value is the “average” time between failures for a device. A higher MTBF 
value indicates that a device is more reliable. 

 
4.5 Wide Operating Temperature Range 
 

The operating temperature range is also a key issue for industrial products. In fact, 
some industrial applications require products that are guaranteed to operate in 
temperatures ranging from as low as -40°C to as high as 75°C. For these types of 
applications, it is important to look for products that do not use a built-in fan, since 
products with fans tend to have a lower MTBF. 

 
4.6 DIN-Rail Mounting and Panel Mounting 
 

A 35 mm DIN-Rail is used for many industrial applications to provide a convenient 
means of mounting all of the devices used for the application. For this reason, it is 
essential that industrial products support both DIN-Rail mounting and panel mounting. 

 
5. Industrial Video Servers: 
 

The Industrial Video Servers include video encoders and decoders, which enable 
the conversion of normal Analog Video and PTZ Control Signals to IP, based signals. 
The standard product has all industrial standards rating as given below: 
 

 12/24 VDC or 24 VAC redundant power inputs. 
 DIN-Rail mounting and panel mounting accessories available. 
 IP30 protection enclosure. 
 -40 to 75°C operating temperature range for T models. 
 Choose either RJ45 or fiber optic Ethernet port. 
 Industrial EMI/ESD protection and UL508, ATEX Class 1, Div. 2 certifications. 
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Figure 1 - Moxa VPort series 
 
Additionally, industrial video server must have a wide variety of features such as: 
 

 General Purpose Input Output (GPIO) interface that enables integration with 
PLC/SCADA systems 

 2-way audio provided for real time communication between central site and 
remote site. 

 Video Motion Detection 
 Video Loss Alarm 
 Automatic transfer of stored images via email 
 Customized alarm actions 
 IP Filtering and User level password protection for security 

 
 
6. Versatile and Complete Video Networking Solutions: 
 

Industrial video networking solutions include CCTV cameras, industrial video 
encoders, and industrial video decoders to meet the requirements of a variety of 
application environments. The industrial video encoder and decoder are designed for 
rugged hardware protection for use in demanding industrial environments (e.g., 
transportation, utilities, factory monitoring, and automatic control systems). The 
general video encoders, with compact size and cost-effective features, are designed for 
less demanding environments, such as banking, retail, and general building 
security/surveillance systems. The combination of industrial strength surveillance video 
encoder/decoder and user-friendly DVR (Digital Video Recorder) software gives users 
a complete video over IP surveillance system that lets him takes complete control of 
field cameras and traditional CCTV systems. 
 

In general, video networking solutions are designed for distributed and large-scale 
video surveillance systems that work over an IP network. Therefore, products that are 
provided ideally suited for industrial applications, such as traffic monitoring and 
control systems, water and wastewater supply systems, unmanned substation 
surveillance systems, and oil/gas applications. 
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Figure 2 – Solution of Industrial Networked CCTV 
 
 
7. IP Surveillance Software for Video Recording and Management: 
 

IP Surveillance Software is designed for IP-based video surveillance systems. The 
client/sever-based network infrastructure makes it easy to build a user-friendly video 
surveillance system. Examples for possibilities are given in figure 3.  
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Figure 3 

 
8. Software Development Kit for Integration:  
 

Most video surveillance systems require customized video management functions, 
or must be integrated with other applications (e.g., SCADA, access control system or 
fire alarm systems). For this reason, a user-friendly SDK (Software Development Kit) 
is a good tool to have available for building customized video management systems, 
considering third party video software and systems. The software development kit 
(SDK), usually includes CGI Commands, ActiveX, and a C library. 
 

 
Figure 4 

 
Common Software Utilities provided with industrial applications are:  
 

 URL Commands 
 

These are easy-to-use Common Gateway Interface (CGI) commands used with 
HTML programming for web systems. Users can acquire video images and control 
products from their own customized web pages by embedding these CGI commands 
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into the HTML source code. All of the URL Commands are listed in product user's 
manual, or a CGI command manual. 

 
 ActiveX Control SDK 

 
ActiveX Control is an OCX (Object Linking and Embedding custom controls) 
component, which uses Microsoft COM (Component Object Model) technology to 
enable software components to communicate. ActiveX Control is used widely with 
platforms that support WIN32, IE Plug-in, and Visual Basic, and is also popular in 
automation system software, such as SCADA. The ActiveX Control SDK is a user-
friendly, customized tool for programmers that support versatile parameters for 
customized viewing, recording, PTZ camera control, event triggering, and recorded 
video playback. 

 
 API SDK 

 
For some video management applications, the ActiveX control SDK may not provide 
users with enough functionality. In this case, users can use the Application 
Programming Interface (API) SDK, which includes a detailed C library, to program 
their own customized solutions in a Visual C++ or C# environment. It requires an 
experienced professional C programmer. 

 
9. Cameras for Industrial Applications 
 

The cameras used for Industrial environments should be rugged design, protection 
from environmental exposure, vandalism, outdoor weather conditions, Ingress 
Protection rated etc. Also in worst conditions we may require explosion proof 
enclosures for protecting the cameras from worst conditions expected in Industrial 
atmosphere. Rawafid for Technology (R4T) offers various models of CCTV Cameras 
from market leading brands such as Panasonic, Pelco, Bosch and even more according 
to the specification prepared suiting the customer needs. 
 
Given below are some types of cameras for different applications that R4T deals with: 
 
 

 
Figure 5 
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Figure 6 
 
 

 
 

Figure 7 
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The above shown cameras are meant for different applications, ranging from normal 
Indoor application to Extreme Outdoor conditions.  
 
10. CCTV System Configurations 
 

Modern CCTV system includes Cameras, Monitors, DVR, Keyboard Controllers, in 
addition to communication media. The Surveillance software installed in the PC can be 
configured in most case to allow monitoring live images or store in compressed digital 
formats, as well as to manage the entire CCTV systems. Some times, if the number of 
cameras is large, then a Matrix Switcher will be used for the Integration of the whole 
system. 
 

The different methods of IP networking for the CCTV System includes Ethernet 
Copper networks using Category5e/6 cables, Ethernet Fiber Optic Cables Single/Multi-
mode or through Ethernet Wireless LAN. Each alternative is explained as below:  
 
 

10.1 Category 5e/6 based Copper Cables 
 

Using copper category5e/6 standard cables we can interconnect the CCTV system 
inside a building. In this configuration the distance between the cameras and the CCTV 
server should not exceed more than 100m. 

 

 
Figure 8 

 
As shown in the figure, from a PTZ camera, the video and control signals will be feed 
to a video encoder, which merges the video and PTZ signals to a compressed Ethernet 
video stream. This will be connected to the Local Area Network (LAN) of the building 
and can be viewed from any PC installed with the CCTV Surveillance software. At the 
CCTV Server Room, the video decoder is used to extract the PTZ control signals and 
the video signals and both these analog signals can be fed to a Keyboard Controller and 
Monitor or a DVR (Digital Video Recorder, used to store images from multiple 
cameras). The two-way audio is also provided for the convenience of real time 
communications between system administrators located in central site and engineers in 
the filed. 

 
10.2 Single/Multimode Fiber Optic Cables 
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When the distance between the cameras and server room is more than 100m or if the 
cameras are located in different building, remote locations, this method can be 
approached. Using Multimode Fiber Optic cables we can achieve up to 4km distance 
and with using Single mode Fiber Optic cables up to 80km distance. This option is 
good for long distance transmission of Video and Control signals. 

 

 
Figure 9 

 
The video encoder is copper Ethernet, except that this device has fiber ports and 
converts the Video and PTZ control signals to Ethernet video stream over Optical 
Fiber. At the receiver end we use a Fiber media converter to convert these signals to 
copper Ethernet, and we may either connect it to the Local Network as given in figure 
or directly to the Video decoder. 

 
10.3 Wireless Local Area Networking 

 
The wireless method is used where there is no chance for making a physical connection 
between the camera location and the server location. This method is suitable for 
building to building interconnection, where the cabling is not possible through 
underground or overhead. 

 

 
Figure 10 
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In this method, the video signals are encoded using encoder and fed to an outdoor 
access point. At the other end, in server room, another access point is used, and fed to 
the local network. Both of these access points will be configured as bridge mode, which 
means creating a wireless bridge between the local networks in building to the CCTV 
camera in remote location. The main criteria of wireless network is that, the access 
points must be in line of sight, without any major hindrance, like metal, concrete etc. 
The frequency used by the access points will usually be 2.4GHz range, in IEEE 
802.11b/g standard. 

 

 
 

Figure 11 Industrial CCTV Application in a Power Plant 
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11. Summary & Conclusion 
 

CCTV Security Surveillance is an important aspect of day to day activities in any 
kind of Industries, Factories or Traffic applications. Although there are a wide variety 
of products available in market, the products used for Industrial applications must be 
suitable for the worst conditions expected. In addition other factors those to be 
considered are reliability, integration and user-friendliness. With many devices and 
equipment connected to one network, it should be managed from a central location. By 
using IP Networks for the system interconnection, these can be easily achieved and 
with optimum results. 

For further information, please contact Rawafid for Technology (R4T). Electronic 
copy of this proposal is available at R4T web site.  

 
_________________ 

_________ 
____ 

 
For other R4T Technical Proposals: Browse the web site 
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12. Appendix 
 

“Wireless CCTV Case Study” 
 

 
1. Statement of Work (Bridge Monitoring) 
 
The proposed Solution on 24/09/2009 was intended to monitor the progress of 
development of a Bridge Project from a Control Room of a government office which is 
Located about 5 KM away from the Bridge location as shown in the shown picture 
below (Figure 1). 
  

 
 

Figure 1 
 

R4T proposed WiFi PTZ camera to be fixed at the site for the bridge construction. 
Video signal from the Bridge site shall be transmitted wirelessly and displayed over the 
Government office Control Room located about 5 KM away from the construction site. 
The purpose of this system was to monitor the development phases of the bridge 
construction.  
 
2. Objectives: 
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 Monitor Construction Activities 
 
 Provide Images to a Central Control Station 

 
 Provide Images for Historical Use 

 
 Monitor Fast Deployment of Construction 

 
 Low Cost Solution 

 
 No Wire line Communication 

 
 Ease in upgrading the system 

 
 Secure Wireless Communication 

 
 Less Maintenance Needs 

 
 Less Infrastructure needs 

 
 Rapid Deployment 

 
 
3. Benefits 
 
Wireless CCTV Domes offer users an easily deployable remote management tool for 
supervisors with events recording. The progress of a scheme can easily be monitored 
from any control room, standalone laptop, PC or PDA. Users of Wireless CCTV’s 
technology benefit from a multitude of benefits such as no requirement for data cables, 
rapid install times, easily redeployable solutions. The features include: 
 
 Compact 'all-in-one' solution with space saving camera mounting  

 
 Weather-proof housing (IP65 compliant)  

 
 360 degree field of vision  

 
 Remote control with full pan, tilt and zoom functionality  

 
 Remote access to live and recorded digital footage  

 
 Camera Integrated HD of up to 500GB for local storage  

 
 Rapid 'plug and play' installation  

 
 Ability to re-deploy system  
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 Monitoring software  
 
 
4. Technology Overview 
 
The offered Wireless Dome Camera Systems (see Figure 2) was IP65 compliant. It 
offers WiFi connectivity, boosting remote monitoring quality to a new level. It also 
comes with increased storage capacity of up to 500GB and provides the user with 
complete flexibility and portability. The system can be deployed in any location and is 
ideal for rapid installation and temporary surveillance applications. The systems can be 
located anywhere - there are no geographical restrictions. The camera is a high 
resolution, low light sensitive, color video with high-speed pan, tilt and zoom 
functionality with optical zoom of 27x which enables the operator to achieve facial 
recognition as far away as 200 meters. 
 
The Wireless Dome system has Wi-Fi technology built in as standard, which enables 
cost-free, high speed downloads up to 100m away from a Wi-Fi enabled laptop. As an 
optional extra it is possible to request long range Wi- Fi, which enables cost-free live 
monitoring up to 8 km (line-of-sight) away from a broadband access point. This 8 Km 
range can be further extended using WiFi repeaters. The proposed CCTV system may 
use SIM cards and static IPA (as a future option: see Figure 3) so, users are able to dial 
in remotely, and access live images or stored digital footage from the internal hard 
drive of a specific camera.  

 
Figure 2 
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Figure 3 
 

 
Installation 
 
The proposed WCCTV  Dome unit has a mass of only 4kg (including bracket) and can 
be attached to the side of a building, but is more commonly fastened to a column or 
street light. The unit can be powered using 110 - 240 Volts AC from the mains supply, 
or 12 Volts DC. Hint: R4T can also propose economy solar energy power supply 
solution when required. 
 
TRANSMISSION SPEEDS:   Via Wi-Fi - 25 frames per second (on the proposal date). 
 


